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Software Engineering Analytics — The Mission

“To collect and analyze software engineering data with the
goal to estimate, predict, and improve the quality of
software and software-intensive systems”

Notes:

e Software Engineering = A systematic approach to develop software with the expected quality, within a given
time and effort budget

* Software quality has many dimensions/facets, e.g., functionality, dependability, maintainability,
performance, energy-efficiency, etc.

 Theterms “estimate, predict, and improve” imply the development of models and tools (prototypes)



Software Engineering Analytics — The Scope

What we do:

Methods and tools for static
document and code analysis

Methods and tools for dynamic
code analysis (incl. testing)

Methods and tools for quality
estimation and prediction

Methods and tools for
selecting, augmenting, and
generating test data, test
cases, test oracles, and test

code

Note:

All of this may or may not

involve Al
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SEA Project Example 1: Mobile App Feature Analysis

Research Topic:

Users' sentiments towards features <UC 1>,
Mobile App Buggy features <UC 2>, J
° Au tomate d extraction , Development Team Users' requested features <UC 3>  Summary of Competitive | |

. 520 - [ Analysis ]
selection, and classification J @]
Of end user reVieWS (mo blle Buggy features <UC 2=, Users' requested features <UC 3 I %ﬂms
apps) =2 what features are " CodingrTesting | Buggy features | Iy
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good/bad/missing? Release I ------------------- | 6 ) @
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* App developers and
(indirectly) app end users




SEA Project Example 2: Mobile App Energy Efficiency

Research Topic: vt Filter Information

 Analysis of energy efficiency of 2 i A
code refactoring -> trade-off @ - ’ = Y
between maintainability and : e = . l I l I
efficiency Aersion  Scenanio  PowerMonitor ¢ o0 R0 Gings  matching __Correlation -

\_/

Deploy each version
on Android device

* Analysis of energy efficiency of
third-part library code ->
recommend what library to use
for specific tasks, if energy
efficiency is important

Scope Definition
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9% change in Energy
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Statistical Analysis
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Extract Data

Measurement

Environment

Setup

Perform the
Measurements

Data Analysis

Reporting the

Results

Why? e
* Torecommend energy-efficient T \"‘*\_\\ e L
refactoring decisions and Pt e o L
library choices = -
Energy Measurement Method
Yes
Who benefits? Qo = g & -5 o ﬁg@
* App developers and (indirectly) resourcLopgng  Erecutesur  SopEneyA - EBxoortand SR
app end users

Software-Based Energy Measurement Method




SEA Project Example 3: Mobile App Security Analysis

Research Topic:

* Analysis of code smells in iOS
mobile app code

* Analysis of dependencies to
libraries with known security
vulnerabilities

Why?

* Toreduce the risk of high
maintenance cost and
dependency on insecure code

Who benefits?

* Developers of tools that
support software developers,
software developers, and
(indirectly) app end users

GraphifyEvolution

application data

/ (st‘rtlcture, smells)
collectdata  / f________s
e Neo4d Platform 4L _ _ ______°<
create,

——query DB N
Actor analyze,
visualize RStudio
Jupiter Notebook /=~ < _ .
otc S~a o Analysis
. - i &
Visualisation

Swift Package
Manager

T Carthage

<4 F Objective-C

Library in

CocoaPods

srsion(app sion: AppVersi
var finalClasses: [Class] = []
var methodsToBeHandled: [Method] = [1]
var variablesToBeHandled: [Variable] =

var pathWithoutGit = appVersion.directo
if pathWithoutGit.contains(".git") {

pathWithoutGit = "\(appVersion.dire
}

self.syntaxAnalyser.reset(with: pathWit
self.fileManager.updateDependencies(pat

var includePaths: [String] = fileManage

var isMerge = false
if appVersion.parent !|= nil && appVersi
isMerge = true

}
var newClassVersions: [Class] = []

if Iself.noSourceCodeAnalysis {
if let parent = appVersion.parent {
print("has parent")
if let parentApp = appVersion.p

let parentClasses = parentA
var altParentClasses: [Clas

var intersectionChanged = [
var intersectionParentNew =
var instersectonAltParentNe
var intersectionNew = paren

if let altParent = appVersi

if let altParentApp = a
altParentClasses =

for classInstance i
}

} else {

}

intersectionChanged = A
intersectionParentNew =
instersectonAltParentNe
intersectionNew = Array

}
var addedClasses: [String:C

var combinedPath
combinedPaths.ap
combinedPaths
combinedPaths
combinedPaths




SEA Project Example 4: Test Oracle Generation

Research Topic:

* Combine fuzzing (test data
generation) and metamorphic
testing to generate effective
test oracles

Why?

* To (semi-)automatically
select and constrain
metamorphic relations for
test suite generation and
augmentation

Who benefits?

* Testers and (indirectly)
software developers and
software end users
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applied MR.
For each MR:
v What is the valid input space in

\Y

\Y

which the MR is violated?
What is the valid input space in
which the MR is not violated?
What is the input space that
results in neither violation nor
non-violation of the MR, but
causes the system to crash?

— Test data === SUT output with the test data

Transformed test data SUT output with the transformed test data
== Manual inspection == MR violation status (violated / no violated)

@ Property of map search tool:

Should the path change,
if we swapsandd?a NO

Metamorphic Relation (MR):

assertEquals ((SUT(s,d), SUT(d,s))
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SEA Project Example 5: Simulation-Based Safety Test

Research Topic:

* Methods for simulation-
based safety testing of
Automated Driving Systems
(ADS)

Why? Comparing the emergency breaking of
* To help improve the safety of simulated ADS versus theoretical
ADS reference modes:
* Tocomplementon-road T Lok
testing 311 ol
30 40 km/h
—— reac_t 0s coeff 0.9
a5l oo coeftan
Who benefits? §20|  reacion con0n
o —— reac_t 2s coeff 0.7
« Testers and developers of g e
. . 10
ADS and (indirectly) users of
ADS and traffic participants i
where ADS operate ’

10 15 20 25 30 35 40 45
Speed (km/h)




SEA Project Example 6: Svnthetic Test Data for X-tee

Research Topic:

* PMethods for automatic

generation of relationship- )(-tee
conserving time-dynamic test
data sets for the testing of X- Service Consumer Service Provider
tee services ee-dev / ee-test
Wh i ﬁ Security Server System integration testing, Operational Acceptance Testing secumv Server
Yy
* Toincrease test efficiency — .
Public GUI for test
and effectiveness of X-tee e data searches App & AP testi ng
services f
- Public test dataset
= Imitating Service 00
: System testing (incl. regression testing), - Provider responses
WhO be nefltS? User Acceptance Testing

* Testers and developers of X-

tee services and (indirectly)
S Al-based method(s) _SyntheticTest -

(not using real-life data)

e

(time-dynamic,
relationship conserving)



SEA Supervision & Teaching

PhD (since 2014): MSc & BSc (since 2014): ®
 5PhD theses completed at UT e 50+ MSctheses completed
* 2 PhD theses completed at e 30+ BSc theses completed Py

University of Calgary o o g
5 PhD theses ongoing I .“
Courses and Curricula we are responsible for:

2 PhD theses started in Sep 2024: * International MSc Software Engineering

 Al-powered methods for detecting (program director)

and explaining security 3 MSc-level courses (6 ECTS per term / 35

vulnerabilities in code students per term)

« A method for systematically
assessing the safety of automated 3 BSc-level courses (7.5 ECTS per term / 200

driving systems via simulation students per term)



SEA Supervision & Teaching

PhD (since 2014): MSc & BSc (since 2014):
* 5PhD theses completed at UT e 50+ MSctheses completed
* 2 PhD theses completed at e 30+ BSc theses completed

University of Calgary ’
5 PhD theses ongoing v
2 PhD theses started in Sep 2024:

 Al-powered methods for detecting
and explaining security
vulnerabilities in code

(=]

« A method for systematically
assessing the safety of automated
driving systems via simulation

SEA Webpage Thesis Topics



SEA Collaboration & Service

Collaboration:

* Within ICS/UT: ADL, Huber Flores’ lab,

Kairit Sirt’s lab, Vesal Voidani’s lab (in
4 other chairs)

e Within Estonia: joint MSc/BSc
supervisions with companies / RIA

 Within Europe: Several collaborations
with Universities and Research
Institutes (Fraunhofer, SCCH), several
EU project applications with many
partners (academia, industry)

 Worldwide: Member of ISERN
(International Software Engineering
Research Network)

PROFES 2024 :
In Tartu !!!

Service:

Organizer of international conferences
(ICSSP 2015 in Tallinn / ESEC/FSE 2019
in Tallinn / PROFES 2024 in Tartu)

Member of several OCs, PCs, and
steering committees worldwide

Editorial board member of two top-level
international journals (ESEM, INFSOF)

Volunteering in professional
organisations (ACM, IEEE)

Reviewer of grant application for several
public funding agencies in Europe
(Austria, Belgium, Finland, Ireland,
Sweden, Switzerland, EU)



Wrapping it up

We are serving the “To collect and analyze software engineering data with the
Research Commu nity goal to estimate, predict, and improve the quality of
the Industry, the Soci’ety software and software-intensive systems”
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Talk to us if you wish to learn
more about our research!

Hina Faiz Kristiina
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